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ABSTRACT 

 

In recent years, cloud computing technology has emerged as one of the technologies that are currently hot or often 

used both in the world of work, online shopping (E-Commerce), and the world of education. Before we use any 

technology, we must first understand the security system that exists in that technology, including the security system 

in Cloud Computing Technology. In the world of education today, many schools and universities have implemented 

Cloud Computing Technology in learning systems and database storage. Currently, Cloud Computing provides 3 

different services such as Saas, PaaS, and IaaS which can be used by organizations as private, public, and, Hybrid. 

Security is the main concern so that there is no data theft in the world of Education. This journal was created using the 

Literature Study by searching from several selected journals that already exist as knowledge, in order to better 

understand the Cloud Computing security system. 
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INTRODUCTION 

 

The impact of technological advances on human life is very significant. This is considered to be the era of 

the technological revolution. The rapid advancement of information technology has the potential to 

change people's lives as a whole. Technological advances have the potential to change the global economy 

and commercial environment. Cloud Computing is one result of the improvement of information 

technology (Cloud Computing). The changing educational environment is forcing educators to rethink 

their strategies to respond to global shifts in science, technology, and business, and these conditions may 

have an impact on an organization's bottom line. Cloud computing is a type of computing that utilizes the 

Internet to access resources. 

Cloud computing is the application of technology across a network combined with web-based 

development. Cloud Computing has a number of advantages, including cost savings, increased storage 

capacity, ease of automation, flexibility, and increased data security. With all the benefits it provides, cloud 

computing is sure to be beneficial in the education industry. Information technology is currently 

developing into an inventive, dynamic, and economically profitable answer. All difficulties and challenges 

faced by the world of education can be solved with information technology. Cloud computing is changing 

the way information technology services are delivered and disseminated, enabling educational institutions 

to easily access a wide range of educational and scientific resources. 

The development of cloud computing systems can facilitate educational institutions in providing 

information, student data, processing grades, and various academic reports. All activities in the academic 

environment can be controlled remotely via mobile devices, tablets, laptops, or PCs with the help of cloud 

computing that is connected to an automation system (Alfatih & Marco, 2015). Cloud Computing in 

Indonesia didn't start out that way, with many people hesitant to adopt it. Many misconceptions about 

cloud computing are fueled, including a lack of privacy because data from one company is stored alongside 

data from another, unmanaged security that makes consumers distrustful, immature conditions, 

productivity issues, and loss of ownership. 

To improve the quality of education, the education system must be developed. Human resources are not 

only the responsibility of the government. Process Students who want to improve the quality of education 

can criticize traditional learning. Learning systems that rely solely on face-to-face meetings between 

educators and students will need supplements, as will advances in technology and devices that enable 

internet access. Learning is essential for implementing high effectiveness in today's world. Learning 

systems with the support of information technology can communicate information quickly and precisely. 

Since the discovery of multimedia communication media, traditional learning systems should have been 

abandoned. Due to the nature of the internet, which allows users to be connected at any time. 

The main problem faced is that cloud computing users in the world of education do not know much about 

what security systems exist in cloud computing technology. This can result in frequent data leaks or theft. 

This journal aims to find out what security systems exist in cloud technology. This is very important to 

help or minimize the occurrence of data theft because by knowing the cloud computing security system 

we can take advantage of the security system. 
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METHOD  

This research uses a qualitative descriptive method, which is to describe the cloud computing security system. 

A qualitative descriptive research method is a method that aims to describe an object of research through 

samples or data that have been collected and make conclusions that apply in general (Sugiyono, 2008). The 

author chooses this method because it is able to describe and evaluate various sources of data and information 

obtained so that the discussion of challenges and data analysis becomes easy to understand. 

Data collection techniques using literature studies are used to obtain data. The term literature study is very 

well known, referring to a data collection procedure that involves examining related sources such as books, 

literature, records, and reports related to the subject to be examined. The literature used is library sources in 

the form of journals, research reports, books, and online news. 

 

RESULTS AND DISCUSSION 

 

Data Security in Cloud Computing (Data Security on Cloud Computing) is very important, but improving the 

quality of cloud computing network security, where various data in it can be stolen or snooped by 

irresponsible parties, is still an obstacle for some people. 

Cloud Security is a data protection system, application, or computing infrastructure that is stored online and 

concurrently via a cloud platform. The methods included in providing cloud security are firewalls, penetration 

testing, obfuscation, tokenization, virtual private networks (VPNs), and avoiding public internet connections. 

Cloud security is a form of cyber security. 

 

There are 7 specific security issues in cloud computing: 

1. Privileged user access. Sensitive data processed outside the company carries an inherent risk, as outsourced 

services bypass "physical, logical and personal controls". IT will usually look for / use in-house programs. Get 

as much information as possible about the people who manage your data. Ask providers to provide specific 

information about the administrators they hire and supervise and control over their access rights. 

2. Regulatory compliance. Customers are ultimately responsible for the security and integrity of their own 

data, even when held by the service provider. Traditional service providers are subject to external audits and 

security certifications. Cloud computing providers who refuse to undergo these checks indicate that customers 

can only use them for the most non-essential functions. Do not use these providers for critical services. 

3. Location data. When you use the cloud, you may not know exactly where your data is hosted. In fact, you 

may not even know which country will save it. Ask providers if they will commit to storing and processing 

data in a particular jurisdiction and whether they will make a contractual commitment to comply with local 

privacy requirements on behalf of their customers. 

4. Data segregation. Data in the cloud is usually in an environment that is shared with data from other 

customers. Encryption is effective but not a complete cure. Find out what is being done to separate data when 

it is not in use. The cloud provider must provide evidence that the encryption scheme was designed and tested 

by experienced specialists. Encryption failure can render data completely unusable, and even normal 

encryption can make it difficult to provide availability. 

5. Recovery. Even if you don't know where your data is, the cloud provider must tell you what will happen 

to your data and services in the event of a disaster. Any offering that doesn't replicate data infrastructure and 
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applications to multiple sites/machines at once is vulnerable and may lead to complete failure. Check with 

your provider if it has the capability to perform a total recovery and how long it will take. 

6. Investigative support. Investigating unscrupulous or illegal activity may be difficult in cloud computing. 

Cloud services are very difficult to investigate, as logs and data for multiple customers may be co-located and 

may also be spread across an ever-changing set of hosts and data centers. If you are unable to secure a 

contractual commitment to support specific forms of investigation, together with evidence that the vendor 

has attempted to support the activity, then your safe assumption is that inquiry and discovery requests will 

not be possible. 

7. Long-term viability. Ideally, your cloud computing provider will never go bankrupt or be acquired and 

swallowed up by a bigger company. But you should be sure that your data will remain available even after 

such an event. Ask the potential provider how you will get your data back and if it will be in a format you 

can import into a replacement application. 

 

So what is the importance of using Cloud Security? 

Concerns on Data Security. For cloud providers, security is a big concern. They must not only please customers 

but also comply with various rules and regulations regarding the storage of sensitive data such as credit card 

numbers and medical records. Third-party audits of cloud providers’ security systems and procedures assist in 

the protection of user data. Data breaches, data loss, account hijacking, traffic hijacking, and other threats are 

very dangerous in this situation. As a result, you must ensure that the supplier can be trusted to provide cloud 

security. 

 

Access System Security. It takes more than just securing the cloud to keep data secure in the cloud. Access to 

the cloud must also be protected from data stored on other devices or unauthorized logins. Data stored in 

other cloud-hosted countries must also be protected, and various privacy policies, processes, and regulations 

may apply. You should be able to see the guidelines offered by the provider regarding the access used before 

deciding to implement cloud security, especially with regard to certain data. As a result, with clear 

transparency, security controls can be used to their full potential, and people can trust each other. 

Product Standards. Some vendors provide many offers related to some of the products provided, especially for 

cloud security. At this stage, the most important thing is that you can see the standards that exist and have 

been determined. This is a common concern, so understanding and knowing the standards provided makes 

the process run properly. 

Important Factors to Maintain Cloud Security 

Talking about cloud technology, of course, you are no stranger to the security system. As it is known that this 

technology makes it easier for you to store data online. But if you're not careful, your data can be stolen. 

Therefore, pay attention to the following so that cloud security is maintained: 

1. When starting to decide to use cloud technology, make sure the data protection must be safe from the 

provider. You should know what kind of methods they use to keep the data safe. Also, ask about the location 

of the data storage because this is related to the data center. 
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2. In order to experience the benefits of using cloud security, you should know what access is like. You must 

first understand the rules set by the provider. One of them knows who can access file A and so on. This is 

related to security control. 

3. If you want to get real benefits from this technology, first understand the vendor's standards. For example 

using ISO 27001 or COBIT. So from here when there is a problem, you can solve it quickly. Because you 

already know the standard cloud used from the start. 

4. The nature of the cloud is generally resource sharing. So you must always be ready when a tenant commits 

fraud so that data security becomes insecure. However, the stored data can be one with the other. Therefore 

ask about multi-tenancy. 

 

Advantages of using Security Cloud Computing 

By simply uploading data to the cloud, it might be understood as an online data storage medium. So very easy 

to use. There are many types of clouds available today that can be used for personal and professional purposes. 

Following are some of the benefits of using cloud security for data storage: 

1. It is undeniable that this technology has very good capacity flexibility. So you don't have to think about the 

capacity because it is unlimited. That way you can use it as needed without the addition of devices like 

conventional servers. So the advantages are clearly more efficient in cost and time. 

2. The advantage of using other cloud security is quite safe. It has special encryption because it comes with it. 

Every piece of data is protected by multilayer security thanks to encryption. So that data confidentiality is 

always maintained, even if using manual storage media. This is one of the reasons why cloud security is so 

popular. 

3. Generally, every cloud security is supported by a good data backing up process. So that any stored data is 

always maintained without problems and is not lost. So when one is lost, you can still use it again because 

there is a backup feature here. 

Benefits of Cloud computing Security 

1. Protection from DDoS attacks. Cyber attacks can be launched against local servers or databases. DDoS 

attacks are one of the most popular types of attacks. DDoS (Distributed Denial of Service) is a type of cyber 

attack that involves flooding the internet network with fake traffic generated by a server, system, or network. 

This can be done above if you are using a cloud service. To defend against DDoS attacks, cloud service provides 

great bandwidth and depth. With cloud security capabilities that can reroute internet traffic, backup resources 

can be provided. 

2. Real time. Another benefit is the high level of availability and assistance. This means that cloud security 

has a function that allows it to work for up to 24 hours. Work in the sense of continuous observation and 

reporting. This function is very important because many business assets, such as websites and business 

applications, are available 24 hours a day. Companies can take advantage of this functionality to ensure that 

their app or company website is available 24 hours a day, seven days a week, whenever the user requests it. 

As a result of this feature, many businesses are turning to cloud services instead of traditional ones. 

3. Fast in doing the deployment. Like most other cloud services, where when using the service, once it is 

obtained it is activated and then tells which one to protect. This is an advantageous benefit when using cloud 

security. When compared to some traditional security. Cloud security is far superior because traditional 
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security still requires installing network hardware and security tools. And traditional security has complex 

rules and policies designed, tested, and implemented. 

4. Already implemented AI. Many cloud services are already implementing AI in their services. The function 

of the AI is to monitor events and can report abnormal activity. The use of AI itself is faster compared to 

traditional services which still require a lot of things such as regular patches, firmware updates, etc. With 

cloud services, all updates happen instantly and instantly. This feature is very important, because if the update 

is done only occasionally. Can cause outages across billions of operational instances. 

5. Reducing operational costs. The main benefit of cloud security, apart from its ease of access and security, is 

cost reduction. The cost savings come from the specific hardware, applications, and personnel required to run 

it. Many local security tools are vulnerable to failure and attack. Such attacks will not be tolerated by cloud 

users. The workload of IT personnel can also be reduced through dashboards and alert solutions. As a result, 

they could only concentrate on operational difficulties. 

 

Examples of Application of Security Cloud Computing in Education 

Its application is very important in the world of education because it affects the continuity of data security for 

students and educators to prevent data theft, data falsification, and much more. Therefore the use of Security 

Cloud Computing is very important in Education. 

 

 

CONCLUSION 

 

Security cloud computing is important to be applied in the world of education. The use of cloud computing-

based technology in the education sector can increase efficiency and effectiveness, so more knowledge about 

cloud computing is needed for lecturers and students. The benefits of Cloud computing Security are Protection 

from DDoS attacks and The main benefit of cloud security, apart from easy access and security, is cost 

reduction. 
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